
Information Technology 101 
for 

Drug and Alcohol Testing  

Iƻǿ ǘƘŜ ƛƴŘǳǎǘǊȅΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ 
being managed and processed  



LƴŦƻǊƳŀǘƛƻƴ ƛǎ ǘƘŜ ƪŜȅΧ 

ÅThe real product of a drug or alcohol tests is 
information. 

ÅTechnology has been an ever increasing key 
to managing and sharing this information. 

ÅTechnology has also driven innovation in the 
way we create and process the information. 



LƴŦƻǊƳŀǘƛƻƴ ƛǎ ǘƘŜ ƪŜȅΧ 

ÅComputer Software 

ïData Management Systems 

ïάhŦŦ-ǘƘŜ ǎƘŜƭŦέκ/ǳǎǘƻƳ ōǳƛƭǘ 

ÅData Networking 

ïάtƻƛƴǘ-to-Ǉƻƛƴǘέ 

ïPrivate Networks 

ïNewer methods of data exchange 

 

Two primary aspects of Information Technology 



The Role of Information Technology   

ÅInformation Management 

ÅInformation Security 

ÅData Transmission 

ÅWorkflow Processing 

ÅTechnology Innovations 



Information Management 

ÅData storage for all drug and alcohol tests 

ÅAccessibility to reports and analysis 

ÅManage personnel and associated 
demographic information 

ÅBroadening scope of events into other 
employment qualification records 

Information Management 



Keeping it safe 

ÅPhysical and logical security 
ïAccess Control (physical access/network access) 
ïEncryption 
ïReliability and Redundancy (drives, servers, power 

supplies, generators, cooling, connectivity, etc.) 
ïMonitoring 

ÅBack ups/business continuity 
ïOffsite back ups 

ïάIƻǘ ǎƛǘŜέ 

Information Management 



How do we exchange information? 

ÅTraditional 

ïFax 

ïEmail 

ÅElectronic 

ïFile Transfer (FTP/SFTP) 

ïPrivate Networks 

ïWeb services 

Data Exchange 



Electronic Formats 
ÅData Standards 
ïCommon Format (HL7/XML) 

ïCommon Data Elements 

ïCommon Values 

ÅDrug test record vs. alcohol test record vs. 
POCT record 

ÅText vs. XML 

ÅData interpretation 

 

Data Exchange 



Who is exchanging data with whom? 

Å Initially, it was the laboratory who started sending electronic 
results 

ÅMedical Review Officers and program administrators (both 
third party and employer based) were the primary recipients 
of electronic information. 

ÅDemand increased for Medical Review Officers and third 
party administrators to pass along data electronically 

ÅCollection sites are becoming more and more involved in 
delivering data electronically.  

Data Exchange 



Who is exchanging data with whom? 

TPA 

MRO 

Employer 

Collector 
Lab 

Data Exchange 



Workflow Processing Tools 

ÅProgram Administrators 
ïRandom program management  

ïResults reporting 

ïBilling 

ïCompliance tracking 

ÅLaboratories 

ïLaboratory Information Management System 

ïClient facing web application 

Workflow Processing 



Work Flow Processing Tools 

ÅMedical Review Officers 
ïAutomated results import from laboratory 

ïCCF imaging and matching 

ïMRO Worklist 

ïAutomated reporting to TPA or employer 

ÅCollection Sites 
ïSoftware driven collection processes for 
ÅLab based tests 

ÅPOCT 

Åalcohol 

Workflow Processing 



Technology Innovation 
(Less paper) 

ÅCollection Sites 

ïDŜƴŜǊŀǘŜ άǇǊƛƴǘ ƻƴ ŘŜƳŀƴŘέ ϧ ŜƭŜŎǘǊƻƴƛŎ ŦƻǊƳǎ 

ïAutomated reporting of instant testing and 
alcohol testing results 

ïAuto billing and reconciliation tools 

Innovation 



Technology Innovation 
(using less paper) 

ÅMedical Review Officers 

ïImaging and electronic routing of CCFs 

ïAuto matching of the CCF and electronic result 

ïElectronic annotation (digitized signature) of 
imaged CCF 

ïAutomated affidavit and  

Innovation 



Example 1 - άWǳǎǘ ƛƴ ǘƛƳŜέ //Cǎ 
Å Producing the CCF at the time of collection (made possible by 

software/Internet)  
ïEliminates form distribution time, expense, waste 
ïEnsures the most current demographics are part of the record 
ïHelps improve the collection process by forcing process and procedure 
ïAllows immediate distribution of CCF images and data 

ÅTo the lab, MRO, employer, TPA 

ïElectronic CCF images 

Å The sample and Copy 1 arrive at the lab in the same fashion as 
always, but with several improvements: 
ï¢ƘŜ ƭŀō ƪƴƻǿǎ ŜȄŀŎǘƭȅ ǿƘŀǘΩǎ ŎƻƳƛƴƎ 
ïThe CCF is perfectly legible, with validated account data 
ïThe demographics can be inserted into the LIMS, which eliminates 

data entry mistakes at accessioning 



Example 1 - άWǳǎǘ ƛƴ ¢ƛƳŜέ //Cǎ 

ÅMROs 

ïIŀǾŜ ƛƳƳŜŘƛŀǘŜ ŀŎŎŜǎǎ ǘƻ ŀ ǎƛƎƴŜŘ //C ŀƴŘ ƛǘΩǎ 
associated demographic data set 

Å²ƘƻΣ ƘƻǿΣ ǿƘȅ ƛǎ άǊŜŀƭ ǘƛƳŜέ ŀƴŘ ƭŜƎƛōƭŜ 

Å/ƻƭƭŜŎǘƻǊ ŘƻŜǎƴΩǘ ƘŀǾŜ ǘƻ ǊŜƳŜƳōŜǊ ǘƻ ŦŀȄ ŀƴȅǘƘƛƴƎ 
ŀƴŘ ǿƻƴΩǘ ŦŀȄ ǘƻ ǘƘŜ ǿǊƻƴƎ ƴǳƳōŜǊ 

ÅMRO knows the status of the collection event and 
impending volume before lab results arrive 

ÅResults can be electronically reconciled to CCFs 
ïFaster, more accurate negative and non-negative review 



Example 2 - Point to Point Faxing 
Collector keys in fax number on CCF, hopes for a successful transmission 

Collectors MROs 



Example 2 - Central Routing Fax Service 

Collectors 

Collector faxes all CCFs to same toll-free number, service does distribution 

MROs 

Service obtains most current 
MRO routing instructions from 
laboratory 

ά/ŀǊǊƛŜǊ-ƎǊŀŘŜέ ƘŀǊŘǿŀǊŜ ƳŜŀƴǎ 
more successful transmissions 

MRO has options 
for accessing CCFs 


